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HUJIAXH PO3BUTKY ITPABOBOI'O PEI'YJIIOBAHHS EJIEKTPOHHUX JOBIPYUUX ITOCJIAYT
Y MIZKHAPOJHUX AKTAX UNCITRAL

IlocTanoBka mnpoOaemu. 3anpoBaJKEHHs HOBHUX
¢opM MiXHapomHOI CHiBIpali, a caMe eJIeKTPOHHOIO
TPAHCKOPAOHHOTO CHiBPOOITHUIITBA, € OAHUM i3 MHpio-
PUTETHHX HANpPSIMIB PO3BHTKY CBITOBOTO CIIIBTOBAapH-
cTBa. ENEKTpoHHE TPaHCKOPIOHHE CIiBPOOITHHIITBO,
30KpeMa i3 BUKOPUCTAHHIM TPAHCKOPIOHHUX EJIEKTPO-
HHUX JOBIPYUX TOCIYT, HaTenep noTpedye 3aKOHONAB-
YOro pPeryaioBaHHS.

OnHUM 13 JJOKOMOTHBIB MI>XXHAPOJHOTO TPaBOTBOP-
4OTo Tporecy B rany3i CNIEKTPOHHUX JIOBIpYHX TIO-
cyr 1 mudposux mianucie Buctynae Komicis OOH
3 MDKHapOJHOTO TOProBEJbHOTO MpaBa M1>1<Hapozu{01
TOProBoi manatu i €BponenchKoi eKOHOMIYHOI KOMICIT
(mami — FOHCITPAJL, Kowmicis). Komiciero 3aTBepmaKeHo
3akoH «IIpo enekTponHy Komepiiro» (“Model Law on
Electronic Commerce”) Ta Tunosuii 3akoH «IIpo enek-
TpoHHi miamuck» (“Model Law on Electronic Signatures
with Guide to Enactment 2001”). 11i 3axoHO7aBY1 aKTH
CTaJI OCHOBOIO JJIsl CTBOPCHHSI HOPMATHBHO-IIPABOBUX
aKTiB y rayry3i eJIeKTpOHHOI TOPTiBi Ta HU(POBOro Mij-
MUCY, 3aKJaiy 3arajibHi MPHHIUINA TPAHCKOPIOHHOTO
BU3HAHHSA cepTUQIKaTiB MU(POBOro MiAMUCY MPAKTUY-
HO BCIiX KpaiH CBITY.

VY mux 3aKOHOAABYMX aKTaX MPOOIEeMy MiKIEpKaB-
HOTO BHU3HAHHS EIEKTPOHHUX MOBIPYMX MOCIYT 1 IEpII
3a BCe IU(POBOTO MiNMKUCY BUCBITICHO HA YMOBaX, Kl
MOXHA y3arajJbHATH TAaKUM YHHOM: JOBipYa IHOCIyTa
Ta IMQPOBUI MIANNC BU3HAIOTHCSA TPAHCKOPIOHHUMU
y pa3i BUKOPHCTaHHA HAIIMHOTO LU(POBOrO MiJIHUCY,
SIKUA 000B’SI3KOBO TOB’SI3aHUN O€3MOCEpPEeNHbO 13 Mij-
MMUCAHTOM Ta IIepeOyBae mix Horo (1)13PI‘IHI/IM KOHTpOIEM,
a TaKOXX 32 YMOBH 3a0€3IeUeHHS IIiTICHOCTI 1 TOCTOBIp-
HOCTI IaHWX, IO MiANHCaHI II(GPOBUM IiATHCOM.

OnHak Hi B MIDKHApOTHOMY TIpaBi, Hi B MPaBi OKpe-
MHX JEPKaB HE JOCATHYTO €AMHOI y3TOIKEHOI IIPaBOBO1
Mo3ulii abo mporeaypH, sika OU cTajia yHiBepCallbHUM
MPaBOBUM MEXaHI3MOM BH3HaHHS 1HO3EMHHUX €JIEKTPO-
HHUX JOBIpYUX Ta iHO3eMHHX cepTHU(dikaTiB HPpoBOro
TTiITUCY.

BperyntoBaHHsl CyCHUIBHUX BIJHOCHH, SIKi BHHH-
KaloTh y TpOIECi BUKOPUCTAHHS 1HO3EMHUX EJIEKTPO-
HHUX JOBIPYUX MOCIYT MI>XKHAPOIHUMHU Ta THO3EMHUMHU
Cy0’€KTaMH TIpaBa, a TaKOX TPAHCKOPIOHHOTO BU3HAH-
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Hs cepTU(IKATIB eJIEKTPOHHUX ITiNKCIB € Hapa3i akTy-
AIIEHOIO TIPOOJIEMOTO.

Merta cTaTTi — 3ICHATH aHaI3 MPABOBHX ITiJX0O-
JB pealtizailii MOXKJIMBHX TpOICIYp BU3HAHHS TpaH-
CKOPJIOHHHX 1HO3EMHHUX JOBIPYUX TOCIYI, TPAHCKOP-
JOHHOI cepTHdiKalii Ta TPAaHCKOPJOHHOTO BU3HAHHS
ceptu(ikaris UAPOBUX MIANUCIB y MIKHAPOAHOMY
mpaBi Ha ocHOB1 MatepianiB Komicii OOH 3 mixxnapon-
HOIO TOPTrOBENBHOro NpaBa MixkHapOIHOI TOProBoi ma-
nard i €Bporneiicbkoi ekoHoMiuHoi koMicii UNCITRAL.

Pe3ynbraTn aHagizy HaykoBux myouikamii. Oc-
TaHHIM YacoM HayKOBIIi NIPHBAaTHOTO TpaBa Ta iHMOp-
MaIifHUX TEXHOJOTIH BUPIIIYIOTH MPOOJIIEMH, TIOB’s-
3aHi i3 OypXJIUBUM PO3BHUTKOM EJIEKTPOHHHX MOCIYT,
SIK1 3aMIILTYIOTh TPaJULiHHI OCIYTH MPAKTUIHO Y BCiX
ctepax xuTTI. barato 3ycunab crnpsMOBaHO caMe Ha
TEXHIYHY peai3alil0 eJIeKTPOHHUX MOCIYr Ta eJeK-
TPOHHY 1AeHTH(]iKallil0 HaJaBadiB Ta KOPUCTYBadiB
[UX ITOCITYT, 3a0€3MeUyI0uH X TEXHOJIOTIYHY TPAHCKOP-
JOHHICTB, ajie TIPaBOBE PETyIIOBAHHS TPAHCKOPIOHHHUX
€JIEKTPOHHUX JOBIPYMX TOCIYT TPHUBAIUN dYac Oyio
HeakTyajgbHe. OfHAK CTpIMKE TOIIMPEHHS MiKHAPOA-
HOI €JICKTPOHHOI TOPTiBJIi CIOHYKAIO HAyKOBIIIB ITpaBa
3BEpPHYTHU yBary Ha BiJICYTHICTh NPABOBHX MEXaHi3MiB
pETyIoOBaHHs CyCHiJIbHUX BiIHOCHH, TIOB’3aHUX 13 BH-
KOPHCTaHHSAM TPAHCKOPAOHHUX CIEKTPOHHUX TOBIPYMX
mocayr Ta mudpoBux migmuciB. [Ipobremoio BUKOpH-
CTaHHS €JIEKTPOHHOTO IHU(POBOTO MIANUCY 3aiMAITUChH
taki pueHi: I. Kynmuk, O. Ilepero3umnkosa, 1. TopOenko,
1O. T'opb6enko, O. Iori#i, B. Yepuaniuenko, A. Hageli,
E. Elgar, F. Faye, V. Misiuko, M. Sekt, omHak HuUM# B 11i-
JIOMY MHATAHHS MPABOBOTO PETYJIOBAaHHS BU3HAHHS 1HO-
3eMHHX EJIEKTPOHHUX JOBIPUUX MOCIYT Ta TPAHCKOP-
JOHHOTO BU3HAHHs cepTu(ikaTiB HH(pPOBUX MiIMUCIB
BHUCBITIIOBAJINCS JOTUYHO.

Buxnan ocuoBHoro wmarepiaay. [lounmHarounm i3
2014 poxy Po6ouyoto rpymoro 1V Kowmicii 3 enekTpoHHOT
topriBii UNCITRAL 3miliCHIOIOTECS 3aX0IH MOAO BH-
pIlICHHS TPABOBHX IMHUTaHb, MOB’SI3aHUX 13 YIPaBIiH-
HAM 1IeHTU(IKAIITHUMH NaHUMH Ta JIOBIPYMMH TIO-
ciayramu. UNCITRAL po3srisnae mpouec 10puIu4HOro
BU3HAHHSA JOBIpUUX MOCIYT Ta IU(POBUX MiJMHUCIB SIK
HEOOX1THICTh BU3HAYCHHS IIPAaBOBUX BUMOT Ta CTBOPCH-



IIpuBaTHe Ta My0/aiuHe IPaBo

HS BIATIOBITHUX MaTepiabHO-IPABOBUX HOPM Y Oyab-
SKif ropuCcOUKUiiHIN cuctemi. Ha cydacHomy erari
PO3BUTKY MIKHApPOAHOTO IpaBa BOAYaeThCs, IO TPaH-
CKOpAOHHE IOpPUAWYHE BU3HAHHS MJOBIPYUX IOCIYT
Ta UQPPOBOTO MiIMTUCY MOKHA PO3YMITH SIK IPOIIEC:

a) HaJTaHHS TaKOTO K MPABOBOTO CTATyCy B IpHHiMa-
FOUii FOPUCIVKITIHIA CHCTEMI, IO HAJA€ThCS B IOPUC-
JUKIIAHIA CUCTeMI TIOXOJDKEHHS ETICKTPOHHUX JOBIip-
YHX MOCIYT Ta HU(POBUX MiANUCIB,;

0) HaJlaHHs TAKOTO X MPABOBOTO CTaTycCy, sSIKUi Ha-
Ja€ThCS B MpUKAMAlOUiil IOPUCAMKLIMHIN cucTeMi He3a-
JIEKHO B1J IOPUCIUKLIT Oy/b-51KOT 1HO3€MHOI CTOPOHU;

B) BH3HAYCHHS HACIIIKIB FOPHIUYHOTO BH3HAHHS
B OKpEMOMY JOKYMEHTI 3a IIEBHUX YMOB;

T') B3aEMHOTO, JI3¢pKaJIbHOTO 200 OJJHOCTOPOHHLOTO
HaJaHHS TIPABOBOTO CTATyCy, 3TiAHO 31 BCTAHOBJICHUM
TTOPSIIIKOM;

I') BU3HAHHS NU(POBUX MiAMUCIB IUIIXOM yKJIaJaH-
H# clieniaibHOi Mi>XKHAPOIHOT yronu abo B pamMKax Jelie-
TOBaHMUX IIOBHOBAYKEHb OKPEMOT0 MEMOPAHIYMY.

Huni Oynp-sika kpaina Moxke 1moOyayBaTH CBO€E 3a-
KOHOJIAaBCTBO B cdepi Mu(POBHUX MiAMUCIB Ta CTBOPH-
TH YMOBH IOPUJIMYHOTO BH3HAHHS ITU(PPOBUX IiAMUCIB
Ha HAI[IOHAJIBHOMY PiBHI, KEPYIOUHCh IOJOKECHHIMHU
npo (yHKIIOHANBEHY CKBiBAJICHTHICTh IU(POBUX Min-
MUCIB, BCTAHOBJIICGHWX cTaTTel0 7 THIIOBOrO 3aKOHY
IOHCITPAJI «IIpo enexkTpoHHY TOPTiBIIO», CTATTEIO 6
Tunosoro 3akony FOHCITPAJI «IIpo enexkTpoHHi mij-
niucny, crarrero 9 Konsenii Opranizanii O0’eqHanmnx
Hariif «I[Ipo BUKOpUCTAHHS EIEKTPOHHUX ITOBIIOMIICHB
B MDKHApPOJTHHUX yrogax» i crarreto 9 TumoBoro 3ako-
Hy KOCITPAJI «Ilpo enekTpoHHI mepenaBaHi 3arucuy.

3abe3nedeHHs] TPaHCKOPIOHHOCTI HAIlIOHAJIBLHUX
IU(POBUX MIANHCIB Ta EICKTPOHHHUX IOBIpYMX IMO-
CIIYT 3[1ICHIOETHCS IIUIIXOM 3aCTOCOBYBAHHS BU3HAHUX
y CBITi CTaHJapTiB iACHTU(IKAIHUX JaHUX SIK CKJIa]l-
HUKIB YKa3aHUX €JIEKTPOHHUX nociuyT. HaiiGinpur Bigo-
MUMH PaMKOBUMH JOKYMEHTaMH B il Tay3i €:

ISO/IEC 29115 — CrpykTrypa rapaHTii aBTeHTH(I-
Kailii 00’eKra;

Permament Ne 910/2014 €spomneiicbkoro Coro-
3y TpO ENIEKTPOHHY iMeHTU(IKAIII0 1 3aCBiAYyBabHI
MOCIYTH IIIO/I0 SICKTPOHHUX OMepalliil Ha BHYTPIIIHBO-
MY PUHKY;

Draft ISO/IEC 29003 Identity Proofing
(ISO/IEC29003 — IIpoekT OOKyMeHTa 3 IepeBipKH
CHPaBXHOCTI 1IeHTH(]IKAIHHAX JaHHX );

NIST SP 800-63-3 Digital Identity Guidelines
(NIST SP 800-63-3 — KepiBHi npuHIMNU 3 TUPPOBUX
iIeHTH(IKAIlIHHIX JTaHUX ).

Pa3oM i3 THM Ha cydacHOMY eTari po3BUTKY MiXKHa-
POAHOTO Ta HAIlIOHAJIFHOTO MIpaBa B chepi BUKOPUCTAH-
HS €JIEKTPOHHUX JOBIPYMX MOCTYT Ta HUPPOBOTo M-
MUCY B TPAHCKOPAOHHOMY DPEXUMi HEBPEryJIbOBaHOIO
3aJIMIIA€THCS HU3KA TIO0ANTEHUX IPOOIEM.

[Ipo6nema Tepminoorii. [Ipobnema nonsrae B Tomy,
0 HAaIlIOHAJILHI 3aKOHOJIAaBCTBAa 200 MIKHAPOHI 3aK0-
HOJIaBY1 aKTH MICTATh CYKYITHICTb ITOHSTh T4 BU3HAYCHD,
SIK1 MalOTh CYTTEBI BiIMIHHOCTI. X cKamHO 0TOTOXKHIO-
BAaTH 1 BOHH iHKOJIM HOCSITh HAAMIPHO TEXHIYHUH Xapak-
Tep, M0 YCKIAAHIOE CIPUXHATTA POCTUMH IPOMaJIsiHA-
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Mu. HarioHaspHI 3aKOHOJTAaBCTBA 3a3BHYAil JICKJIAPYIOTh
y3arajbHeHi PaBOBi HOPMHU a00 AETai3yI0Th IUPOKE
KOJIO BU3HAU€Hb CTOCOBHO BH3HAHHS 1HO3EMHHUX CEPTHU-
¢ikaTiB 1M(ppoBHUX MiAMKUCIB, ajie BOHU HE MAIOTh MpakK-
TUYHUX peanizauii [1].

[Ipobmema OOMIKOBUX NaHHX SIK CKJIAIHUKA LUQ-
POBOTO TIAMKCY Ta JOBIPYUX MOCIYT. SIK BilOMO, OJI-
HUMHU 13 KJIFOYOBHX KOMIIOHEHTIB IU(QPOBOTO ITiIITHCY
€ BIJIOMOCTI TIpO MiJIUCyBaya, SKi IPUHHITO BBaXKATH
mupoBUMH OOTIKOBUMH HaHMMH. Hatemep >kogHuM
3aKOHO/IaBYMM aKTOM HE BPETyIbOBaHI MHUTAHHS TpaH-
CKOPJIOHHOTO BHM3HAHHS HU(PPOBUX OONIKOBUX NaHHX,
a came: cTtajmi ckiaj OONIKOBUX JaHHX, XTO Ma€ Mpo-
BOJUTH TaKe BH3HAHHS, KO CTOPOHOIO BOHU MAalOTh
MiAJSraTd BU3HAHHIO, SIKA METa TaKOTO B3a€EMHOTO BH-
3HaHHS, K1 XapaKTepHi eIEMEHTH MaloTh OyTH HasBHU-
MH ISl B3a€EMHOTO BH3HAHHS, SIKi OOMEXEHHS MO)KHA
3aCTOCYBATH i/l Yac B3aEMHOTO BU3HAHHS. Takoxk 1mo3a
MeXaMH IPaBOBOi peryssmii HuHi nepedyBae npodiaema
3aCTOCOBYBaHHS B3a€MHOTO BH3HAHHS iMeHTU(DIKALI-
HUX JaHUX IOPUIUYHUX 0Ci0, 1ndpoBUX MpHUCTPOiB 2060
nudpoBUX 00’ €KTIB.

[Ipobnema noBipH 10 €NEKTPOHHUX MOCIYT Ta HUQ-
POBHX miaMUCiB. MOXKIHBICTD 3alTPOBAKCHHS TEXHIY-
HUX MEXaHI3MIB 3a0e3leUeHHs] HaJIHHOCTI TOBIpYHX
MOCITYT iCHy€ 1 Moke OyTH OIEpaTHBHO peallizoBaHa.
OnHak HaTenep BiJICYTHI MKHApOIHI IPaBOBI MEXaHi3-
MH, SKi TapaHTyIOTh IIEBHUI piB€Hb T4 HOPMHU JAOBipH
€JIGKTPOHHUM TIOCIyraM OJHi€l 31 cTOpiH, 10 00MiHIO-
IOThCS TAKUMH TOCITyraMu. ¥ 0araTboX HalliOHAJIbHHX
ineHTudikalifHIX cucTeMax, 30kpema i B YKpaiHi, BU-
3HAYeHI TPY PiBHI 3a0e3MeUeHHs JOBIpH 3a MPHKIIAIOM
€Bporeiicbkoro Corosy. Toni sik y Crionyuenux I1lTarax
1 B IEAKHUX IHIIMX KpaiHaX BUKOPUCTOBYETHCS YOTHPH
piBHI 3a0€31€YCHHS JOBIPH.

[Ipomecn, mpomemypu 1 TexXHOJOTII, $Ki BHKO-
PHUCTOBYIOTBCSI TOCTaYaJbHUKAMH JIOBIPYHX IOCIYT
Ta nUPOBUX MiANUCIB AJS BUAAYi Ta MiATBEPIKESHHS
CIIPABKHOCTI iICHTH(IKAIIHHUX O0JIIKOBUX JTAHUX, MO-
KyTh YMHUTH ICTOTHHUH BIUTUB Ha 3a0€3MICUCHHS IOBIpU
J10 Oy/b-sIKOT omepallii 3 JOBIpUMMH MOCTyraMH Ta IuQ-
POBHMH TiAMUCAMH, B SIKii BAKOPHUCTOBYIOTHCS 111 00JTi-
KOBI J1aHi.

[Ipobnema po3moiny BiAMOBIIaTBLHOCTI Ta PU3HUKIB.
[TuranHs po3noxiny BiAMOBITATBHOCTI 1 PU3UKIB 9acTO
CTarOTh OCHOBHUMH 0ap’epamMu Ha IUIAXY BIPOBAKEH-
Hs1 KOMEPIIHHUX EIeKTPOHHUX IOBipuux mociyr. Cronu
BXOJSITh PU3HKH:

— MOCTAYaNbHUKIB €JICKTPOHHHUX JOBIPYHX IMOCIYT
Ta YYacHHKIB CHCTEM IiAcHTU(IKAI, SKI TOB’sA3aHI
3 THM, IO BiJIOBIJAIBHICTE, TOKJIaJIcHa HA HUX Y paM-
Kax YHHHOTO 3aKOHOJIABCTBA, € a00 (opManbHOIO, 200
HEOOTPYHTOBAHOIO, a00 IITYYHO 3aBUIIEHOIO;

— MOCTAYaJIbHUKIB JOBIPYMX IOCIYT Ta YYAaCHHKIB
cucteM ineHTu(ikallii, ki MoB’s;3aHi i3 TUM, 110 3aKOHO-
JIABCTBO € HEYITKUM, JBO3HAYHUM a00 HEBU3HAYCHHM.

[Ipobnema TpaHCKOPAOHHOI MPaBOBOI iHTepoIepa-
OeIBHOCTI.

JlepxaBH 3 pi3HOO PABOBOIO KYJIBTYPOO TPATHIIIiA-
HO PO3XOJSTHCS B TEXHIYHIH Ta MPaBoOBil OIiHIII IHPPO-
Boro mignucy. Kpainu 3aramsaoro npasa (CLLIA, Benn-
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KoOpHTaHisl) He Tpei SABJSI0Th OCOONMBUX TEXHIYHHUX
Ta IOPUANIHUX BUMOT 10 HU(PPOBOTO MiAMUCY, & TAKOK
HE BUMararoTb 000B’3KOBOT'0 IPOCTABISIHHA LIU(PPOBO-
TO MiAMUCY OTHOYACHO BCiMa yYACHUKAMU €JICKTPOHHOT
JOBip9o1 mociayru abo eNeKTPOHHOTo AoKyMeHTa. [1pu
OMY €JICKTPOHHHH ITiITUC MOKE OYTH CTBOPEHO OYIIb-
KHM 1 32 Oy/Ib-IKO1 TEXHOJIOT11. ¥ pOMaHO-TepMaHCHKHX
MIPaBOBHX cHCTEMax (31e0impmIoro y kpainax €Bpomnm),
Jie IpaBOBa JOKTPUHA TPAIUIIHO BifirpaBaia iCTOTHY
POTb, CKJIanacs iHIIa KOHIEMNMis HU(POBOTO MiAMuUCY.
Bowna crpuiimMaeTbest sik (akT OCTATOYHOTO BHPAKCHHS
IOYMKHU CTOpIH, HAJIaHHS IOKYMEHTY XapakTepy OpH-
JIMYHO 3HAYMMOTO, 2 TAKOXK MAa€ JTOCUTh BUBKCHUH MiJI-
X1J1 710 3a0e31eYeHHs IHTeporepadeIbHOCTI TEXHOOTIH
UG POBUX MIMKCIB TA SNEKTPOHHHUX JOBIPYHMX TTOCIYT.

3 MeTOI0 BUpIIICHHS BKa3zaHHX MpooOiemM Pobouoro
rpymnoto 1V Kowmicii 3a ygacTio Gararbox KpaiH CBITY
BHUBYAIOTHCS TEPCIEKTUBH IIPABOBOTO PETyIIOBaHHS
BHU3HAHHS TPAHCKOPJIOHHUX NOBIPYMX MOCIYT Ta LUQ-
POBHX MIANUCIB HUIIXOM PO3POOKU 3arajbHUX, CTaH-
JapTU30BaHUX MIKHApPOAHUX MPABOBUX akTiB. Y CBOIH
nisutbHOCTI UNCITRAL nnanye BUBYMTH JOCBIJ KiJlb-
KOX MPOEKTIB y chepi eTCKTPOHHUX JOBIPUUX MOCIYT:

— €Bpomneiicbkoi koMicii — PermameHT €Bporneiichko-
ro [lapmamenTy Ta Pamu (€C) Ne 910/2014 Bin 23 numn-
Hs1 2014 poky Ipo eNeKTPOHHY iJeHTH]IKaLio Ta H0-
Bip4l MOCIYTH JUIsl €ICKTPOHHUX TPAH3aKLiN B Mexax
BHYTPIIIHBOTO PUHKY Ta MpO cKacyBaHHsS Jlupekrtu-
Bu 1999/93/€C;

— €Bpa3iliCbKOT0 €KOHOMIYHOTO coro3y — Jlorosip
mpo €Bpa3iichbKuii eKOHOMIYHHN coro3 Ta KoHreniro
BUKOPHCTAHHS MOCTYT Ta IOPUINYHO 3HAYUMHUX EIICK-
TPOHHUX JIOKYMEHTIB y MiXKIEpKaBHil iHhopMatiiHini
B3a€EMOJIIT;

A3IHCHKO-THXOOKEaHCHKOTO PETiOHY, MaHa3i-
HCBHKOTO albsIHCY 33 PO3BUTOK ENEKTPOHHOI TOPTiBIIi.

Takox PoGouoro rpymoro IV BUBYAIOTBCS HasiBHI
MDKHapOJHI JOKYMEHTH, CIIPSMOBaHi1 Ha 3a0e3MeueHHs
B3a€MHOTO BH3HAHHS TPAHCHAIIOHAJBHHUX IPABOBHUX
HACJIIJIKIB y TAlepOBOMY CEpeNoBHINI, Taki sk KoH-
BEHIIiS, III0 CKACOBYE BUMOTY JieTaji3allil iHO3eMHHX
odimiifHUX JOKyMEHTIB «KOHBEHIis MPO armoCTHIIbY
(T"aara, 5 >xoBTHA 1961 poky) i Ilporokon mpo exum-
HUHM TOPSANOK i 3a TOPYYEHHSIM, IO BHKOHYIOTHCS
3a kopioHoM (BammunrTon, 17 mororo 1940 poky), siki
MOXXYTh MICTHTH BiJIOBIHI pEKOMEHAIIIT 11010 MiHi-
MaJIbHUX €JIEMEHTIB JUIsl TPAaHCKOPAOHHOTO B3a€EMHOTO
BU3HAHHS JIOBIPYUX HOCIYT.

3BaXKalound Ha OTPUMAHWN MPAKTHWYHHUNA JOCBIJ BH-
KOPHUCTaHHS HAI[IOHAJBHUX 1 TPAHCKOPIOHHUX €JICKTPO-
HHEX noBipunx mocayr FOHCITPAJIL posmisgae HU3KY
MPAaBOBUX MEXaHi3MIB JUIs 3a0e3MeUeHHs FOPUINIHOTO
BU3HAHHS HU(POBUX IiIIHCIB, SKi 0a3ylOThCs Ha ABOX
JOKTPUHAIBHHUX TIIYMAYCHHSX MpaBa:

1) He Bci uMdpoOBI MiANUCH € Pe3yabTaTOM HajJaH-
HSl €JICKTPOHHHX JOBIPYHX IMOCIYT i TAKAMH MOXYTh
BB@)KaTHCS TUIBKM Ti, SKI BUMAararTh y4acTi TPEThOl
CTOPOHH, IO HANAE EJICKTPOHHI JOBipUi MOCIyTH abo
3IIHCHIOE X BepHUiKalliro;

2) Bci mMPOBI MANHCH € Pe3yJABTATOM HAJaHHS
€JIEKTPOHHUX JOBIPYUX TOCIYT.
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OCKiJIbKH B CBITI HasiBHI pi3Hi OaueHHs 111010 HE0O-
XiTHUX piBHIB 0€3MEKH EIEKTPOHHUX JOBIPUNX HMOCIYT,
TO JUIS y3TO/PKEHHSI 3araibHOT MO3UIIIT 3 IbOTO TUTAHHS
3aIPONOHOBAHO PO3IISIHYTH 1 BCTAHOBUTU MpPUHAMMHI
JIBa piBHI:

— HeKkBaJli(hiKOBaHi eJIEKTPOHH1 TOBipYi MOCIYTH;

— KBaiiKoBaHi eJICKTPOHHI J0BipUl MOCIYTIH.

Buxonsun 3 ykazaHuX piBHIB O€3MEKH eIEKTPOHHUX
JIOBIpYMX MOCITYT, PI3HATHCA 1 IXHI MPaBOBI HACIIIKH:

a) SKIIO SJIEKTPOHHA JIOBipYa MOCIyra He € KBali(i-
KOBAHOIO — TIPABOBi HACIIIKHA OOMEXKYIOTHCS TIONOXKCH-
HSIMH IIPO HETUCKPUMIHAILIIO;

0) SIKIIO eCKTPOHHA JIOBipUa MOCIIyTa € KBami(iko-
BaHOK — NPaBOB1 HACHIAKU OyAyTh BKJIIOYATH acHUMi-
JALII0, MPE3yMIIiI0, MEPEeHEeCeHHs TAraps IOBEACHHS
Ha CYIIPOTUBHY CTOPOHY.

s BupiteHHss mpoOneM yHi(iKalii TepMiHOIO-
rii, 3MCHIIICHHS TEXHIYHOTO CKJIaJHHKA 1 TIOKpaIleHHS
cnpuiiasaTts FOHCITPAJI sik nedinimii s o0roBopeH-
HS Ta y3TOJ/PKEHHSI TPONIOHY€E PO3MISHYTH TaKuil (HEBU-
YEpIHUil) Iepestik MOHATh i BU3HAYCHB!

— eNIeKTpOHHA iIeHTH(]iKalig 03HAYA€E MPOIEC BUKO-
PHUCTaHHS 0COOMCTUX 1IeHTU(IKALIHHIX JaHUX B €JIeK-
TPOHHOMY BMIVISIAIL, IO AAIOTh 3MOTY OTpUMAaTd OJHO-
3HAYHE YABJICHHSA PO (i3UIHY YA FOPHINIHY 0c00y a00 3K
po (izuuHy 0co0y, IO MPEICTABISE OPUIUIHY 0CO0Y;

— 3aco0M eJIEKTPOHHOI 1JIeHTH}IKAIT 03HAYAIOTh
MarepianbHUM Ta/abo HeMmarepianbHUH ONOK, SKHH
MICTUTh OCOOHUCTI iZIeHTU(IKAIIIHI AaHi i BUKOPUCTO-
BY€TbCS JUIs aBTEHTH(DIKaIi] M yac HagaHHS TOCIYTH
B PEKUMI OHJIAlH;

— ocoOucTi igeHTU(iKaLiiHI TaHl O3HAYalOTh Ha-
0ip JMaHUX, 10 JAIOTh 3MOTY 1IEHTH(IKYBaTH (Di3UUHY
a00 opUINYHY 0c00y a00 3k (Qi3udHy 0c00y, IO Mpe-
CTaBIISIE FOPUINYHY 0COOY;

— aBTeHTH]IKAIIiSI — eJICKTPOHHUH TIpolIec, SIKUH nae
3MOTY BHPOOJSTH €NEKTPOHHY ieHTHiKamio ¢i3ud-
HOT 200 FOPUANYHOI 0COO0HM a0 K MiATBEPHKEHHS TO-
XOJPKCHHS Ta IIUTICHOCTI JAHUX B €JICKTPOHHIH (hopMi;

— JOBipya mociayra — 1€ eJEeKTPOHHA TMOCiIyra
(3a3BHYaii HAA€THCS 38 BUHATOPOLY), SIKa BKIIIOYAE:

a) CTBOPCHHS, TIEPEBIPKY Ta MiATBEPIKEHHS JTOCTO-
BIpPHOCTI €JICKTPOHHHX MiAMKCIB, eICKTPOHHUX IIEYaTOK
a00 TIPOCTABISIHHS €JIEKTPOHHOI ITO3HAYKN Yacy, eJleK-
TPOHHY PEECTPAIII0 TOCTABKHU 1 BUIady cepTH]iKaris,
OB’ SI3aHUX 3 HUMH TIOCTYTaMU;

0) CTBOpEHHS, IepPeBipKy Ta MiATBEPAKECHHS T0CTO-
BIpHOCTI CepTH(]iKaTiB, 110 3aCBITUYIOTh JOCTOBIPHICTh
BeO-caiTy;

B) 30€peXKeHHSI €JIEKTPOHHUX MIAMKCIB, IIEYaToOK abo
cepTudikariB, OB’ I3aHAX 3 HUMH MMOCITyTaMU;

— KBamigikoBaHa JOBipYa TOCIyra — Iie JOBipya
MOCITyTa, sIka BiJNOBiJa€ YUHHUM BUMOTaM, 3aKpiruie-
HUM y I[bOMY TEKCTi (KOHBEHIIis, THIIOBHH 3aKOH, Me-
MOpaHIyM);

— eNEKTPOHHHMIA MIAMKUC O3HAYAE IaHi B eJIEKTPOHHIH
(hopMi, SIKi TOMAIOTHCS JI0 1HIIUX JaHUX B CJICKTPOHHIHN
¢dopmi abo JIOTIYHO MOB’sI3aHI 3 HUMU 1 BUKOPHCTOBY-
FOThCS MIAMUCYBAaYeM JUIS I ITHCAHHS,;

— mignucyBad — (izHyHa 0c00a, sIka CTBOPIOE 1 BUKO-
PHCTOBY€ €TEKTPOHHHH ITi IIHC;
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— GJICKTPOHHA IIe4aTKa 03HAYA€ JIaHI B CICKTPOHHIH
(hopMi, SIKi TOMAIOTHCS JI0 1HIINUX JaHUX B CICKTPOHHIM
(hopmi abo JIOriYHO MOB’sI3aH1 3 HUMH 3 METOIO MiATBEp-
JOKEHHS 1X ITOXOKEHHS Ta IIJIICHOCTI;

— TOCHIyTa 3 eNeKTPOHHOI peecTpalii — e mociyTa,
sIKa JTa€ 3MOTY TIepe/iaBaTH JIaHI MiX TPETIMH CTOpOHa-
MH 32 JIOTIOMOTOO €JIEKTPOHHHUX 3ac00iB Ta € JJOKa30M
1010 00pOOKHM JJaHMX IS Mepeadi, 30KpeMa JJOKa3oM
BiJIIPABJICHHS 1 OTPUMaHHS aHUX, 1 sIKa 3aXUIIae JaHi,
110 TIepealoThCs BiJl pUBHKY BTPATH, PO3KpaJaHHs, O~
IITKO/PKEHHS 200 Oy/1b-5KO1 HECAHKI[IOHOBAHOT 3MiHU;

— cepruikar, 0 3aCBiTIy€e COPABKHICTh BEO-CalTYy,
03HAauYa€ CBIAOITBO, SKE A€ 3MOTY 3aCBIIUHUTH CIIPABK-
HICTh BeO-CalTy 1 MpUB’s3y€e BeO-calT 10 Gi3udHOT 200
FOPUINYHOT 0COOH, SKil BUIaHO cepTh(iKaT;

— ENIEKTPOHHUM JOKYMEHTOM MOKe OyTH Oymb-sIKHUi
KOHTEHT, KU 30epiracTbes B €IEKTpOHHIN (opmi, 30-
KpeMa TeKcT abo 3ByKOBHUI CHTHA, Bijieo- abo aymioBi-
3yallbHi 3aIHCH;

— MIATBEPIKEHHA aBTEHTHMYHOCTI O3HAuyae MpoIec
MEPEBIPKA Ta MiATBEPIHKEHHS TOTO, IO €IEKTPOHHUI
mianuc abo neyaTka € gidcaumu [2].

Haremrep B FOHCITPAJI ¢dopmyeThcs 3aranbHe
VSBJICHHS BUDIIMICHHS MPOOJIEMH TPAaHCKOPJIOHHOTO
BH3HAHHS 1HO3EMHHUX IM(POBUX IMIJIHCIB Ta €IEKTPO-
HHHX JIOBIPYHMX ITOCIIYT Ha OCHOBI YMOBH 3aCTOCYBAaHHS
xo4ya 0 OIHOTO i3 JOKTPUHAJIBHHUX TIYMa4€Hb Ta HasB-
HOCTI JJBOX PiBHIB Oe3MeKu.

VY pasi moTpUMaHHS 3a3HAUYCHHX YMOB MOXKHA BCTa-
HOBHTH €TUHHUH ITPUHIIHIT B3aEMHOTO TPAHCKOPIOHHOTO
BU3HAHHS U CNEKTPOHHUX MOBIPYHMX MOCIYT, IO Ma-
FOTh OJTHAKOBHH piBEHB Oe3MeKd. Y MbOMY pa3i s BCiX
MOCTAaYaJIbHUKIB Oy/e BCTAHOBJICHO 3arajbHa BHMOTA
o0 6e3MeKy MOPiBHSIHO 31 CTyleHeM pu3uKy. Jlis 3a-
Oe3neueHHs BHCOKOTO piBHS HajiitHOCTi/Oe3nexku Oy-
IyTh niepeadadeHi 0coOIMBI BUMOTH 10 KBaTi(PiKOBaHUX
MOCTAYaNIbHUKIB JOBIPYUX MOCIYT Ta IO CAMHX EIICK-
TPOHHHX KBaNi(piKOBaHMX MOBIPYMX IMOCIYT, SIKI BOHU
HaJarTh. [IpaBOBHI pPEXHM BiINOBIIATBHOCTI Oyme
3aJIeKaTH BiJ TOTO, UM € MOCTAYaIBHHUK EJIEKTPOHHHUX
JIOBIpYMX TIOCTYT KBaJTi(hiKOBaHUM 4H Hi. Takox miiaHy-
€THCSI BCTAHOBUTH NPE3YMIILII0, HA Mi/ICTaBI SIKOT MAIOTh
JOTPUMYBATUCS 00’ €KTUBHI KpUTepii, 0 BU3HAYAIOTH
piBHI 3a0e3neueHHs O6e3MeKH, a TAKOXK FOPUINYHI BUMO-
A 70 MOCTavyalbHUKA, SKMH Ma€ BiAMOBIJATH TEXHIY-
HUM CTaHIapTaM, BU3HAYCHUM MIXKHAPOTHUM OPTaHOM.

OcTaHHIM YacoM MUTAHHIO FOPHIUYHOTO BU3HAH-
HS TPAHCKOPJOHHHUX NOBIPYMX IOCITYT MPHIUISETHCS
nocuth yBaru. Okpemi kpainu-wienn HOHCITPAJI
IHII[IaTHBHO 3alpOITOHYBAIM HU3KY I[IKaBUX MPAaBOBUX
pillleHb CTOCOBHO BH3HAHHS EJIEKTPOHHUX JOBIpUMX
MOCITYT Y TPAHCKOPJIOHHOMY PEXHMI.

Taxk, Pociiicbkoro @efnepallieto 3anpornoHOBaHO MPo-
eKT «BaockoHaJeHHs CHCTEMHU YHpaBIiHHA iAEHTUI-
KaI[ifHUMU TAaHUMHU IIiJ] 9aC BUKOPUCTAHHS TPAHCKOP-
JIOHHOTO MPOCTOPY JOBIPH 1 3araibHO1 iHQpacTpyKTypH
JIOBIpH y 3aCTOCYBaHHI 10 TPAHCKOPIOHHHUX EJICKTPO-
HHUX KOMEPIHUX yrom». B ocHOBI mpoekTty 3akiajne-
HO MOJIEITb, SIKy BU3HaueHO Y MojiensHOMY 3akoHi «[1po
TPAHCKOPAOHHMH iHpOpMamiiHIi 0OMIH €IeKTPOHHH-
MH JOKyMEHTaMU», SIKHMH po3poOieHo 25 nucroma-
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na 2016 poky Ta 3aTBepmKeHO MiKIIapIaMeHTCHKOIO
Acambreero aepskaB-ydacHuIs CriBapyxHocTi Hesa-
nexxHux Jlepkas. 3rifHO 3 MPOEKTOM, MPOMOHYETHCS
CTBOPUTH 0araToKJIACTepPHUN BEPTHKAJIBHO IHTETPOBa-
HUH «TPAHCKOPJOHHHUU TPOCTIp JOBIpH», IKAN MaTHMe
TPH PiBHI €JIEKTPOHHUX JOBIpYUX MOCIyr (0a30BuUH, ce-
penHiii, BUCOKMiT). Kimactep Moke MaTH €IMHOTO MiXK-
HapOIHOTO PETyIATOpa, PErYIATOPIB MiKICPKaBHHX
COIO3IB Ta HAIlIOHAJBHI PErYIATOPH ITUPPOBUX TOBIp-
YHX IOCIYT Ta IUQPOBUX MiANUCiB. Takox mependava-
€TBHCS 3aIPOBAAUTH NIPABOBI PiBHI peryssinii HudpoBux
JIOBIpUMX MOCIYT Ha OHO- 00 O6araToOMeHHil OCHOBI
13 3aJIy4EeHHSAM TPEThOi He3aJIeXKHOT TOBIpUOi CTOPOHH,
a TakoX YHI(IKAIi0 MDKHAPOIHOI Ta HAI[lOHAJIBHUX
HOpMaTUBHUX 0a3 [3; 6].

Haromicts Cnomyueni ltatn AMepHKH BBaXKalOTh
3a HEOoOXiHe B HAHOIMKYIIN MEPCIIEKTUBI PO3IISHYTH
TeMy FOPUAMYHOTO BU3HAHHS ieHTH(]iKamiiHOT iH)Op-
Martii, 10 IpOUIIIIa aBTeHTU(IKALIIO B 3B’ A3KY 3 KOMEp-
uiitHoro omnepartieto. Takox CILIA BBaxaroTh 3a JOIIb-
HE KOHKPETU3yBaTH NeiHILiI0 «IOPUIUIHE BUSHAHHSY,
a came: Ky MeTy Mepeciilye I0puJuuHe BU3HAHHS, SKi
MPaBOBI BHMOTH JJIsI HOTO OTPHMAHHS, XTO 3a0e3re-
qye IOpUANYHE BU3HAHHS, 3 KOO METOIO IPOBOIUTHCS
IOpUINYHE BU3HAHHS, SKAH B3a€MO3B’SI30K MK IOpH-
JUYHUM BU3HAHHSIM 1 3aKOHOJABCTBOM, IO mepezada-
qae Ty 9d iHOTy GopMy ineHTH}IKALIl 1 SIK IopuAnIHE
BHU3HAHHS 3aCTOCOBYETHCS JI0 1IEHTH(IKAMIMHNX JaHUX
IOPUINYHHX OCi0, MpHUCTPOiB a00 nH(pPOBUX 00’ EKTIB.

[ponosumuii Asctpii, benprii, Itanii, Cnomydenoro
Kopomniscta Bennkobpuranii Ta €Bponeiicbkoro Coro-
3y CTOCYIOTBCSI MOKIIBOCTI BCTAHOBJICHHSI Y3TOKEHIX
PiBHIB 0Oe3MeKH, fAKi 3a0e3MeuyroThCs 3a JIOTIOMOTOIO
JIOBIpYMX TIOCIYT: MEPIIUi PIBEHb — i3 3aCTOCYBaHHSIM
HEKBaJi(hiKOBaHUX JIOBIPYHX ITOCIIYT, & IPYTHid piBEHb —
13 BUKOPUCTAaHHIM KBaJi(piKOBaHHX TOBIPUUX HOCIYT. 3a
JPYTUM piBHEM NIPAaBOBi HACTIi KK Oy Iy Th BKIIFOYATH aCH-
MUIAL{I0, TPE3YMIILII0, IEPEHECEHHS TATapsI TOBEICHHS
Ha CYNPOTHBHY CTOPOHY. Takok MPOMOHYETHCS 3aCTO-
CYyBaTH MPHHIIMI B3aEMHOTO TPAHCKOPIOHHOTO BU3HAH-
HS1 IS TOBIPYHX TTOCIYT, 10 MAalOTh OIHAKOBHI PiBEHBb
0E3MeKH, Ta 3aCTOCYBaTH IPABOBUHM PEXUM BIAIMOBI-
JATBHOCTI JT0 KBaTi(DiIKOBaHUX MOCTAaYaJIbHUKIB JTOBIp-
YHUX TIOCIYT, SAKIIO MOCTaYaIbHUK BI/IMTOBITa€ TEXHIYHUM
CTaHAapTaM, BU3HAUCHUM MDKHApOIHUM opraHoM [4].

HikaBa mpomno3umii pecryOmiku [Hzis, sika TpyH-
TyeTbCA Ha MOJOXeHHSX cTarTi 19 3akony «Ilpo iH-
(dopmariiiHi TexHomnorii», mpuitHaroro B 2008 pori.
[{um 3aKOHOM NPU3HAYAETHCS CICIIABHUA OpraH —
«KoHTponepy, Ha KU MOKJIAAEH] IpaBa Ta 000B’I3KH
3IIACHIOBATH BU3HAHHS 1HO3EMHUX CepTU(IKATIB MUQ-
POBHX IIIITUCIB 32 TAKHM aJITOPUTMOM:

1) 3 ypaxyBaHHSAM TaKHX YMOB i OOMEXEHb, SKi
MOXYTh OyTH BKa3aHi B HOPMATHBHHX IOJIOKCHHSIX,
KonTponep 3 momepeqHbOro 03BONY IEHTPAIBbHOIO
ypsay 13a T0MOMOror My0OiiKarii MoBiJOMIICHHS B 0(i-
LHiHHOMY BICHUKY MOXXE BU3HaBaTH OyIb-sSKUH 1HO3EM-
HUHA opraH ceprudikaimii «opraHoM, Imo cepTudikye»
IUTSL TJIeH IIOTO 3aKOHY;

2) AKIO TOW YU IHINMIA OpraH cepTHdIKaIll BH3HA-
€ThCS BIIMOBIIHO 70 MyHKTY 1, TO BUJAHUHN TaKUM Op-
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TaHOM cepTudikaT eJeKTPOHHOIO MiANMUCY € IiHCHUM
JUTS TTeH 11b0TO 3aKOHY;

3) sixio KonTponep nepecBiguyeTbes B TOMY, L0 TOM
9H iHIIUH opraH cepTudikanii Hopymus Oyab-110 3 yMOB
abo oOMexeHb, TOTPUMAHHS SKHX Jall0 HOMY 3MOTY
OTPUMATH BU3HAHHS 3TiJHO 3 MyHKTOM 1, TO BiH MOXe
CKacyBaTH TaKe BU3HAHHA 3 MPHUYUH, SKi MalOTh OyTH
BHKJIAJICHI B TMCHBMOBOMY BHIVISII IIJISIXOM ITyOJTiKarii
BiJIMOBITHOTO TIOBIIOMJICHHA B OQII[IIHOMY BiCHHKY.

VYkpaiHa SIK aKTUBHHH YJICH CBITOBOTO IPOIECY
uudpoBizauii 3iiiCHIOE TIeBHI KPOKM B HampsMi OCy-
YAaCHEHHS 3aKOHOJABCTBA B Trayly3i IU(POBOTO MiIH-
Cy Ta JOBIpYMX IOCIYT, a came 3allpoBaiiia HOBHUIM
3akoH Ykpainu «lIpo enexkTpoHHI AOBipYi MOCIYTHY.
3a inimiaruBu MiHicTepcTBa FOCTHUINT YKpaiHu Ta 3 Me-
TOIO TapMOHI3aIlii BUMOT y cdepi pO3BUTKY Ta 3a0e3-
MICYCHHS iHTepOnepadeIbHOCTI CUCTEMU EJIEKTPOHHOTO
UG POBOTO MiNHCY MPUHHATO HAIIOHATBHI €BpOIICH-
CbKI Ta MDKHapoAHi cTaHaapTd (89 HOpMaTHBHHX HO-
KyMEHTIB), IO PErIaMEHTYIOTh HaWOUIBII MOMMpEHi
y CBITI KpHIITOrpadiydi alrOPUTMH Ta MTPOTOKOJIH, TaKi
sk KCDSA, ECDSA, EC KCDSA ta EC-GDSA. Ta-
Kok TpotsaroM 2014 poky NpUHHSITO JBa HAIlIOHAIBHI
craagaptu: ICTY 7624:2014 «ludopmaniiiai TeXHOIO-
rii. Kpunrorpagiuauii 3axuct inpopmarii. Aaroputm
CUMETPUYHOro OJoKoBOTO TepeTBopeHHs» Ta JICTY
7564:2014 «Iudopmaniitai TexHonorii. Kpumnrorpa-
¢iunmit 3axumer iH(opMmarii. DYHKINS XeUIyBaHHS»
Ha QITOPUTM CHMETPHYHOTO OIIOKOBOTO II€PETBOPCH-
HS Ta Ha (yHKUii XeuryBaHHA. MiHICTEpCTBOM IOCTH-
mii YkpaiHu CIiTbHO 3 AJIMIHICTPAII€I0 JepKaBHOTO
3B’sI3Ky Ta 3axucTy iH(opmanii YkpaiHu BUIaHO Haka3
Ne 1017/5/206 Bix 29.03.2017 poky 1100 3aCTOCYBaH-
Hs B YKpaiHi MXKHAPOJIHUX AITOPHTMIB KPHIITO3AXUCTY
RSA Ta ECDSA 3 MeToro HajaHHSI €IIEKTPOHHHX TIO-
CIIYT BiANOBiAHO 10 3akoHy «IIpo enexTpoHHI HOBipdi
MOCIYTH» Ta 3alpPOBADKEHHS CyYacHHUX MEXaHI3MiB
eJIeKTpOHHOI ineHTUdiKarii Mobile ID [5].

BucHoBkn. B3aemMHe BW3HAHHS CTaHIApTiB, CHC-
TeM HA(GPOBOTO MIINHACY Ta CTPYKTYp EINEKTPOHHHIX
JIOBipYMX MOCTYT JACTh 3MOT'Y KOPUCTYBadeBi JOBECTH
CBOIO IJICHTHYHICTh T4 OTPUMATH HAIIHY EICKTPOHHY
MOCHYTY B Oymb-aKili TouIi 3eMHOT KyJIi, a M>KHapOIHA
imeHTudikaliitHa cucrema B 1iit cepi Mycuts 3abesrie-
YUTH JOBIPY JI0 KOPUCTYBAYiB 1 MOCIYT.

Huni € 6e371i4 HalliOHANBHUX Ta PEriOHANBHUX KOH-
LenIii 1 iHimaTuB y cdepi HOBIpYMX MOCIYT, SKi BKe
JOCUTh J0Ope ompaiboBaHi. BoHM Aal0Th 3MOTY BH-
SIBUTH BiJIIOB1JTHI IPOOIEMH 1 MOXKYTh CITY>)KUTH 0a3010
y po3poOIli HaJIe)KHUX MPABOBUX PAMOK Ha MIKHAPOJI-
HOMY DiBHI, 5IKi MOKHa TEPEHECTH B Pi3HI BXKe HasiBHI
MIPaBOBi CHCTEMH.

MixHapoaHe TPaBOBE IOJIe HACHYCHE TePMiHAMH,
OIHAK TEPMIiHH «TPAHCKOPIOHHICTEY», IOPUANIHE BH-
3HAHHA», «TPAHCKOPIOHHE BH3HAHHS NH(POBOTO IMil-
MIUCY», «TPAHCKOPJOHHI €JIEKTPOHHI JOBipYi MOCITYTH»
HE MaloTh €IUHOTO TIIyMadeHHs. Lle cTBoproe npobieMu
MIDX/Iep>KaBHOI ajanTallii pisHUX FOPUCAMKIIN y chepi
U(POBOTO MiAMHCY.

Po6ouoro rpynoro IV Kowmicii OOH 3 MixkHapogHO-
r'O TOPrOBEIBHOrO MpaBa MiXKHAPOIHOI TOProBoi masa-
i Ta €Bporneiichkoi ekoHoMiuHOT komicii UNCITRAL
3OIACHIOIOTBECS 3aXOOU, CIPSIMOBAaHI Ha CTBOPCHHS
3arajJbHOI TPAaBOBOi OCHOBH, $Ka 3aCTOCOBYETHCS
JI0 CNEKTPOHHMX JOBIPYHMX MOCIYT Ta IMH(PPOBHUX ITiJI-
MUCIB, BKITIOYAIOYH Bi/IMTOBIIHI MTOJIOKEHHS, CITPSIMOBaHI1
Ha PO3BUTOK MIKHAPOIHOI TPaHCKOPJIOHHOI OIepaTuB-
HOT B3a€MOJIIT B TIPABOBIH 1 TEXHIYHIN TaTy3sX.

3BaXkalo4M Ha CYTTEBI MO3UTUBHI KPOKU, HASBHHUI
riraHTCHKUI HAyKOBO-TEXHIYHMH Ta MPaBOBHH HOTCH-
mias, YkpaiHa Mae peanbHy MEpCHeKTHBY CTaTH OJHUM
i3 migepiB cepen kpain-wieHiB FOHCITPAJI B yuacri
y 3araJbHOCBITOBOMY MpOLECi NMPABOBOTO BIOPSIKY-
BaHHA c(hepu U(PPOBOro MiANUCY Ta €IEKTPOHHUX JO-
BipUMX MOCHYT, a came y po3poOLii Ta CTBOPEHHI Mexa-
HI3MIB 1X TPAaHCKOPJOHHOTO BU3HAHHSI.
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Harenep B FOHCITPAJI opmyeThbest 3araipHe ySBIEHHS BUPIIICHHS MPOOIIEMH TPAaHCKOPIOHHOTO BU3HAHHS
1HO3eMHHUX HU(POBUX MIAMUCIB Ta ENEKTPOHHUX JOBIPYUX MOCIYT HA OCHOBI YMOBH 3aCTOCYBaHHS X04a O OJHOTO
13 IOKTPUHAJIBHHUX TJYMa4eHb Ta HASBHOCTI IBOX PIBHIB OC3MEKH.

OnpairoBano mpono3uiiro Pociiicbkoi @eneparrii 111010 3anpoBaKeHHS TPOEKTY «BIOCKOHAICHHS CHCTEMH
YOpPaBIiHHA 1ICHTU(IKAIITHIMA JTaHUMH ITi]] YaC BUKOPUCTAHHS TPAHCKOPIOHHOTO IMPOCTOPY JOBIPH 1 3araibHOL
1H(pacTPyKTypH IOBIpH y 3aCTOCYBaHHI 0 TPAHCKOPAOHHUX CICKTPOHHUX KOMEPLIHHHUX yTomy.

Busueno npomno3suii Asctpii, bensrii, ITanii, Cnorxydenoro Koponisctsa BenukoOpuTtanii Ta €Bponeiicbkoro
Co103y CTOCOBHO MOXIJIMBOCTI BCTAHOBJIGHHS y3TOJUKEHUX PiBHIB O€3IeKH, K1 3a0e3MeUyI0oThCS 3a JTOMOMOTOI0
JIOBIpYMX TOCIYT, Ta PIBHIB MPABOBHX HACIIAKIB. Tako PO3MISHYTO MPOIO3UIIIT MO0 3aCTOCYBAHHS MPHHIIUIIIB
B3a€MHOTO TPAHCKOPJOHHOTO BH3HAHHS IS IOBIPYMX IOCIYT, IO MAlOTh OJHAKOBHH piBEHb O€3MeKd, Ta
3aCTOCYBaHHS MTPABOBOTO PEKUMY BiAMOBIAAIBLHOCTI 10 KBATI(IKOBAHHX IMOCTAYaIBHUKIB JIOBIPUUX MOCITYT.

VY3aranbHEeHO NPOOIEMH TPAHCKOPAOHHOTO BHKOPHCTaHHS HHU(QPOBHX MiANUCIB Ta €IEKTPOHHUX AOBIpYMX
MOCIYT, 110 MPUTAMaHHI KpaiHaM i3 pi3HO0 IOPHCIAUKILIEI0. JJoCTIKEHO NEePCIEKTUBHI HATIPSIMH MIXJIEPKABHOTO
BpETYJII0OBaHHA chepy HUPPOBHUX MiIMUCIB Ta €NEKTPOHHHUX JTOBIPYHX MOCIYT HAa OCHOBI MPUKJIA/IIB Ta MPOMO3HLIHA
OKpPEMHUX KpaiH.

Knrwuosi cnosa: nudpoBuil MiANUC, eNEKTPOHHI JOBIpYl MOCIYTH, TPAHCKOPAOHHUH DPEXKHUM EIEKTPOHHHX
JIOBipYMX MTOCIYT, BU3HAHHS 1HO3EMHHX cepTU(iKaTiB IH(POBUX MiJIHCIB.

Kocrenko A.B., Kocrenko B.B. IIYTHU PA3ZBUTHUSA IIPABOBOI'O PEI'YJIMPOBAHUSA
SJIEKTPOHHBIX JTOBEPUTEJIBHBIX YCJIYI B MEKAYHAPOIHBIX AKTAX UNCITRAL

B crarbe nmpoaHann3upoBaH 3aKOHOAATENIbHBIA ONBIT IPABOBOTO PETYIMPOBAHUS OOIIECTBEHHBIX OTHOILEHUH B
cepe 1 poBOH MOIMUCH U ATEKTPOHHBIX JJOBepHUTENbHBIX yeiryT Komuccnn OOH 1o MekayHapoIHOMY TOPrOBOMY
npaBy MexayHapoaHo# ToproBoii manarsl U EBponeiickoi skonomuueckoit komuccun UNCITRAL. Usygarorcs
MEPCIIEKTUBBl MPABOBOTO PETYJIMPOBAHUS TPU3HAHUS TPAHCTPAHUUYHBIX JOBEPUTENLHBIX YCIYT HH(POBBIX
MOJNKCEN MmyTeM pa3paboTKu 00IINX, CTaHAAPTU3UPOBAHHBIX MEXTyHapPOAHBIX IIPaBOBBIX akToB Paboueil rpymmoii
IV Komuccun, a Takke npu y4acTud MHOTHX cTpad mupa. Ha cerogusmnuii nens 8 KOHCUTPAJI popmupyercs
o0IIee MpenCTaBICHNE PelIeHuUs MpoOieMbl TPaHCTPAaHMIHOTO TPU3HAHUS WHOCTPAaHHBIX HU(PPOBBIX IOAIHCEH
U DJEKTPOHHBIX JOBEPUTEIBHBIX YCIYT Ha OCHOBE YCIOBHS IPUMEHCHHS XOTA ObI OZHOTO W3 IOKTPHUHAIBHBIX
TOJIKOBaHUI M HAMYKSI IBYX YPOBHEH Oe3onacHocTH. M3ydyeHo npemiokenne Poccuiickoit @enepanyu o BBEISHUH
npoekra «COBEpUICHCTBOBAHNUE CHUCTEMBl YIPABICHHUS WACHTU(QHUKAIIMOHHBIMH JTaHHBIMH TPU HCIOJIb30BAaHUU
TPAHCTPAaHUYHOTO MPOCTPAHCTBA AOBEPUA U 001Iei HHPPACTPYKTYPHI TOBEPHUS B IPUMEHEHUH K TPAHCTPaHUYHBIM
JJIEKTPOHHBIM KOMMEpUECKUM creikam». M3ydeHsl npemnoxenus ABctpuu, benbrum, Uranuu, CoequHEHHOTO
Koponerctea Benmnkoopurannm u EBporeiickoro Coro3a 0THOCHTEITFHO BO3MOKHOCTH Y CTAHOBIICHHS COTIIACOBAHHBIX
YpOBHEH O€30MaCHOCTH, KOTOPHIE 00ECHEYMBAIOTCS C MOMOIIBIO JOBEPHTENBHBIX YCIYT W YPOBHEH IMPaBOBBIX
rociencTBui. Takxke pacCMOTPEHbI MPEIJIOKEHHUS] IO MPUMEHEHHUIO NMPUHIUMIIOB B3aHMMHOTO TPAHCTPAHUYHOTO
MpU3HAHUSA JJISl JTOBEPUTENBHBIX YCIYT, HUMEIONIMX OJWHAKOBBI ypOBEHb O€30MacHOCTH, W NPUMEHEHHUIO
MPaBOBOTO pPEXHUMa OTBETCTBEHHOCTHU Uil KBAJU(UIMPOBAHHBIX TOCTABUIMKOB JOBEPUTENBHBIX YCIYT.
OcymecTBaeH 0030p TPOOIEMBI TPAaHCTPAHHYHOTO WCIIOJIB30BaHMS LUAPPOBBIX IONNHCEH H IIEKTPOHHBIX
JOBEPUTEJIbHBIX YCIYI, KOTOpblE MPHUCYILM CTpaHaM C pa3HoM ropucaukuueil. MccinemoBaHbl mnepcrneKTUBHBIE
HaIpaBJICHUS MEKTOCYyAapCTBCHHOTO yPETYIHPOBAHUS C(HEPHI IIU(PPOBBIX HOATUCEH U HICKTPOHHBIX JOBEPUTEIBHBIX
YCIIyT Ha OCHOBE NPUMEPOB U MPEIIOKEHUN OTJENbHBIX CTPaH.

Knrwueevte cnosa: uudpoBas MOANKUCH, SIEKTPOHHBIE TOBEPUTENbHBIE YCIYTH, TPAHCTPAaHUYHBIA PEXUM
ANIEKTPOHHBIX JOBEPUTEIBHBIX YCIYT, IIPH3HAHUS HHOCTPAHHBIX CEPTUPUKATOB IIH(YPOBBIX MOAIHCEH.

Kostenko O.V., Kostenko V.V. WAYS OF DEVELOPMENT OF LEGAL REGULATION OF ELEC-
TRONIC CONTRACTING SERVICES IN UNCITRAL INTERNATIONAL ACTS

Introduction of new forms of international cooperation, namely, electronic cross-border cooperation, is one of
the priority directions of development of the world community. Electronic cross-border co-operation, including the
use of cross-border trusted services, needs legislative regulation today.

One of the locomotives of the international law-making process in the field of electronic trust services, electronic
signatures is the United Nations Commission on International Trade Law, the International Chamber of Commerce
and the Economic Commission for Europe (UNCITRAL, Commission). UNCITRAL approved the Model Law on
Electronic Commerce and the Model Law on Electronic Signatures with a Guide to Enactment 2001. However,
at the current stage of development of international and national law in the area of using trust services and digital
signatures in the cross-border regime, a number of global problems remain unresolved. The problem of terminology.
The problem lies in the fact that national laws or international laws contain a set of concepts and definitions that are
significantly different and sometimes of an overly technical nature, which complicates the perception of ordinary
citizens.

The problem of credential as a component of a digital signature and trust services. As you know, the key
components of a digital signature are subscriber data, which is considered as digital credentials. To date, no
legislative act addresses the issues of cross-border recognition of digital credentials, namely: who should hold
such recognition, which party they should be recognized as the purpose of such mutual recognition, which features
should be available for mutual recognition, which restrictions may apply during mutual recognition. Also, outside
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the scope of legal regulation, there is currently a problem of the mutual recognition of identity data of legal entities,
digital devices or digital objects. The problem of trust in electronic services and digital signatures. The possibility
of introducing technical mechanisms for ensuring the reliability of trust services exists and can be implemented
promptly.

However, today there are no international legal mechanisms guaranteeing a certain level and standards of trust
in digital services of one of the parties exchanging such services. In many national identification systems, including
in Ukraine, so-called “levels of security of trust” are defined as in the European Union (“low”, “high” and “basic”).
While four levels of trust are used in the United States and in some other countries. The problem of cross-border
interoperability. States with different legal culture traditionally diverge in the technical and legal assessment of
digital signatures. Common Laws (United States, United Kingdom) do not impose specific technical and legal
requirements for a digital signature, nor does it require the mandatory provision of a digital signature at the same
time by all parties to the trust service or electronic document. In this case, an electronic signature may be created by
anyone and by any technology. In Roman-Germanic legal systems (mainly in European countries), where the legal
doctrine traditionally played an essential role, another concept of digital signature has developed. In order to address
these issues, Working Group 1V, the United Nations Commission on International Trade Law, the International
Chamber of Commerce and the Economic Commission for Europe, with the participation of many countries of the
world, are exploring the prospects for legal regulation of the recognition of cross-border trust services and digital
signatures through the development of common, standardized international legal acts.

The issue of legal recognition of cross-border trust services has received sufficient attention from different
countries. Thus, the Russian Federation proposed a project “Improving the Identity Management System in the
Use of Cross-Border Confidence and Common Trust Infrastructure in the Application of Cross-Border Electronic
Commerce Agreements”. The project is based on the model defined in the Model Law “On Transborder Information
Exchange of Electronic Documents” of November 25, 2016. According to the project, it is proposed to create a large
cluster of vertically integrated “cross-border trust”, which will have three levels of electronic trust services (basic,
medium, high). The cluster can have a single international regulator, regulators of intergovernmental unions and
national regulators of digital trust services and digital signatures. It is also envisaged to introduce legal levels of
regulation of digital trusted services on one or many domain-based basis with the involvement of a third independent
trust party, as well as the unification of international and national regulatory frameworks.

Instead, the United States considers it necessary in the near future to consider the issue of legal recognition of
identification information that has been authenticated in connection with a commercial transaction, namely, that it
is a legal recognition of its purpose, requirements, legal support, etc.

The proposals of Austria, Belgium, Italy, the United Kingdom of Great Britain and the European Union concern
the possibility of establishing agreed levels of security, which are provided through trust services. Today there
are many national and regional concepts and initiatives in the field of trust services, which have already been
well developed. They can identify the relevant issues and can serve as a basis for developing an appropriate legal
framework at the international level that could be transferred to various existing legal systems.

It is expedient for law-makers of Ukraine to take into account the world experience in developing normative
legal acts regulating the sphere of trust services and digital signatures, including the cross-border regime.

Key words: digital signature, electronic trusted services, cross-border electronic trust services, recognition of
foreign certificates of digital signatures.
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